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Abstract:-

Industrial control systems (ICS) are widely used in critical infrastructure such as national water resources, power,
transportation, energy and so on. These important industrial systems have a profound impact on national security and
economic development. In recent years, the occurrence of various security incidents and their serious consequences
further reflect the seriousness of the information security situation of industrial control systems. In this paper, the current
situation of information security in industrial control systems is summarized and analyzed. The existing problems in ICS
information security and the corresponding measures taken are focused on. Furthermore, the problems to be solved and
the development direction are pointed out.
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I. INTRODUCTION

Key industrial infrastructure constitutes an important foundation of our national economy, modern society and national
security, such as water conservancy, electricity, transportation, energy and important industrial systems. Their security
directly affects the production, life and people’s life and property security. The early industrial control system was isolated
from the outside world and was not easily threatened by security because of its special system and communication
mechanism. With the deep integration of informationization and industrialization and the rapid development of the
Internet of Things, the industrial control system entered the stage of network control with SCADA, DCS and PLC as the
main parts. Fieldbus Technology and industrial Ethernet became its core communication mechanism.

The fierce market competition promotes the openness of industrial control network to furtherly expand in order to obtain
the latest information and make fast and efficient decisions. However, the integration of industrial control network and
enterprise information network, the connection of information network and Internet, and the general systems, software,
hardware and protocols bring openness and compatibility. At the same time, bring many industrial control network
systems. Information security risks and threats. Viruses, Trojans, worms, hackers and other serious threats to the security
of industrial control networks, the situation is becoming increasingly grim. In October 2010, the Stuxnet virus, which
ravaged

Iran, delayed power generation at the Bushehr nuclear power plant and had a large impact on Iran’s domestic industry,
arousing the attention of governments and security agencies [1]. Information battlefield has been transferred from
traditional network to industrial network with stronger influence and destruction. Information security of industrial control
network has been upgraded to a new strategic level. On October 27™, 2011, the Ministry of Industry and Information
Technology issued the Notice on Strengthening the Information Security Management of Industrial Control Systems,
emphasizing the importance and urgency of strengthening the information security management of industrial control
systems. Therefore, it is of great significance to study the information security of industrial control network system.
This paper summarizes the information security status of industrial control network system, summarizes and introduces
the information security loopholes, security threats, current status and problems of industrial control system information
security, and discusses the measures and methods to ensure the information security of industrial control network, and
puts forward the problems to be solved and future research directions.

II. Information Security Vulnerabilities in Industrial Control Networks
Like the Internet, the rapid development of industrial control network has gradually exposed some information security
vulnerabilities, mainly in the following areas [51] as shown in Figure 1.

Security Vulnerabilities in Industrial Control Networks
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Figure 1. Type of Security Vulnerabilities in Industrial Control Networks

A. Communication protocol vulnerability

TCP/IP protocol and general protocol such as OPC (OLE for Process Control) are more and more used in industrial
control network, and their communication protocol vulnerabilities are becoming increasingly prominent. For example,
the use of an unstable dynamic port number (any of 1024-65535 ports) in OPC communications leads to the failure of
traditional IT firewalls based on ports or IP addresses to ensure their security [12].

B. Operating System Vulnerabilities

At present, most Engineer stations/operating stations of industrial control systems are based on Windows platform. In
order to ensure the stability of the control system, this kind of system usually does not install any patches on Windows
platform, thus burying potential safety hazards.

C. Security policy and management process vulnerabilities

Many industrial control systems do not adopt complete and effective security strategies and management processes for
ease of use, which also poses a threat to the information security of industrial control systems. For example, without
setting access control policies for mobile storage media, viruses and Trojans may spread through this way.

D. Antivirus Software Vulnerabilities

In order not to affect the availability of the system, many industrial control system operating stations usually do not install
anti-virus software. Even if antivirus software is installed, its virus library is not updated frequently. These vulnerabilities
are vulnerable to virus attacks.
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E. Application Software Vulnerabilities

Due to the diversity of application software, it is difficult to form a unified protection specification to deal with security
problems. Usually network-oriented application software needs open application ports. If these designs are vulnerable
and controlled by intruders, it may bring disaster.

III.Security Threats to Industrial Control Networks
Industrial control network is a kind of communication network that organizes all production processes and automation
control systems in the whole factory into a whole through various communication devices. The definition of information
security in IEC 62443 [3] for industrial control systems is as follows: (a) measures taken to protect the system; (b) system
state obtained by measures taken to establish and maintain the protection system; (c) freedom from unauthorized access
to system resources and unauthorized or accidental changes, damage or losses; (d) ability of computer systems to ensure
unauthorized personnel and systems. It can neither modify software and its data nor access system functions, but ensure
that authorized personnel and systems are not blocked; € prevent illegal or harmful intrusion into industrial control
systems, or interfere with their correct and planned operation.

However, there are many security vulnerabilities in industrial control networks, which are often attacked by internal
(unsatisfactory employees) or external (industrial spies, competitors, hackers, etc.), mainly in the following aspects [3]:

A. Denial of service attack

Denial-of-service attack is one of the most common attacks by attackers, which is shown in Figure 2. It is an attack that
tries to stop the target machine from providing services. Once the control network suffers serious denial-of-service attacks,
it will lead to the paralysis of the operation station services and the interruption of communication with the control system,
with extremely serious consequences.

DDOS
ATTACKER

% VICTIM

Figure 2 Denial-of-service attack

B. Man-in-the-middle attack

As presented in Figure 3, Man-in-the-middle attack is an active way of eavesdropping information. In this way, the
attacker establishes a connection with the victim computer and transmits information between the victim computers. On
the premise of understanding the communication protocol of the control system, attackers often use ARP spoofing or
DNS spoofing to implement man-in-the-middle attack. Such attacks can lead to the leakage of internal information.

o .
M Attacker . Attacker

Figure 3. Man-in-the-middle attack

C. Viruses, worms, Trojans

These are the most vulnerable security threats at present. Viruses are self-replicating computer programs that use
vulnerabilities in systems or software to implant victim hosts and spread across the network. Worms differ from viruses
in that they do not need to be attached to other programs and can exist independently. The ultimate goal of Trojan Horse
is to enable unauthorized users to access the system. This kind of malicious code will make the control system unable to
work properly, causing serious security incidents, highly destructive.

Volume-5 | Issue-3 | July, 2019 3



D. SQL Injection Attack

Database application has become the core component of control system and related accounting tools. SQL (Structured
Quevy Language) injection attack is an attack that an attacker exploits a vulnerability in an application to obtain data.
Due to the high dependence of industrial control system on the accuracy of data storage and control data, and the wide
application of SQL database, this attack has become the number one threat to the safety of industrial control network. The
procedure of SQL Injection Attack is given in Figure 4.
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Figure 4. SQL Injection Attack

E. lllegal visits

Industrial espionage (unauthorized remote users access enterprise intranet resources, such as confidential information in
competitors’ equipment), hacker attacks or sabotage activities (mainly based on the availability of known connections to
achieve the interception, tampering, forgery, redistribution of data information and production instructions transmitted in
the control network).

Thus, industrial control network system is threatened by various attacks, and information security is facing great
challenges.

IV. Current Situation and Problems of Information Security in Industrial Control Network System A. Ideas and
management

Safety is not a technical problem at first, but is more influenced by managers’ concepts and management level. Many
enterprise managers are weak in information security awareness of industrial control network, the corresponding security
management mechanism and security strategy are not perfect, and staff lack specialized security training.

B. Institutions and standards

At present, China has not yet formulated laws and regulations on industrial control network security, lacking institutional
guarantee. However, developed countries such as the United States and the international community attach great
importance to the information security of industrial control networks, especially the data acquisition and monitoring
system (SCADA), and have formulated a series of security standards as the basis for the formation of security strategies
and frameworks of industrial control network systems.

NERC CIP (North American Electricity Security Organization, Key Infrastructure Protection) Regulation is the first
sanctioning network security standard, which has a far-reaching impact on large power system organizations [4]. The
U.S. government attaches great importance to information security in the energy sector, such as electricity, and elevates
it to a high level of national security. Therefore, in January 2006, the U.S. Department of Energy and the Department of
Homeland Security jointly released Roadmap to Secure Control Systems in the Energy Sector [5]. Meanwhile, the United
States Department of Homeland Security (DHS) launched the Control System Security Program (CSSP) [6-7]. The
International Standards Administration of the United States (ISA) formulates the ISA 99 standard, which provides detailed
instructions for the establishment and implementation of security plans for control systems [8]. The National Institute of
Standards and Technology (NIST) of the United States has developed safety guidelines for SCADA systems and industrial
control systems [9-10].

IEC/TC65/WG10 (Working Group on Industrial Process Measurement, Control and Automation/Network and System
Information Security) and ISA 99 of IA set up a joint working group to jointly formulate IEC 62443 International
Standards for Industrial Process Measurement, Control and Automation Network and System Information Security
[11,12].

However, the international information security assessment and certification for industrial control systems is still in its
infancy, there is no unified evaluation criterion, and there is a lack of criteria that can really be used for information
security assessment of industrial control systems.

C. Technology and Finance

Unlike the information security technology of General IT network, the security design of industrial control network system
should first ensure the availability, real-time and reliability of the system. Most security measures, such as system
vulnerability scanning, patch updating, IDS intrusion detection and anti-virus software operation, data encryption and key
management, will occupy system resources, resulting in additional overhead, which may reduce the performance of the
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control system [13]. Therefore, the design of reasonable, feasible and effective industrial control network security
protection technology has posed a huge challenge.

In addition, the implementation of the security mechanism of industrial control network system also requires a large
amount of funds for risk assessment, configuration of corresponding security equipment, maintenance and updating of
system components and so on. With the frequent occurrence of industrial control system security incidents and serious
consequences in recent years, the government, society and enterprises began to attach importance to the information
security of industrial control network, and increased financial investment.

V.Measures and Methods to Guarantee the Information Security of Industrial Control Network

Protecting the hardware and software and their data in the network system from being destroyed, altered or leaked by
accident or malicious reasons, ensuring the continuous and reliable operation of the system and uninterrupted network
services have become the main content of industrial control network security [14]. Therefore, in view of the information
security problems in the above industrial control network system, it is necessary to formulate corresponding security
protection strategies and methods on the basis of considering the particularity of industrial control network, especially the
real-time and reliability requirements.

A. Security framework

Safety protection measures generally accepted in the field of industrial control refer to the relevant requirements of the
international industry standard ANSI/ISA-99. It divides the control equipment with the same function and safety
requirements into the same area, and carries out pipeline communication between regions. Also, it achieves three major
objectives of industrial network security protection by controlling the communication content in the pipeline between
regions: regional isolation, communication control and real-time. Alarm, so that failure problems can be quickly found
and solved in the original area, to ensure the stable operation of the control system [1]. According to the requirements of
this standard, The strategy of “defense in depth” for industrial control network system is put forward by Kuipers [15].
The network is divided into different security zones and industrial firewalls are installed in the border areas. Wang Hao
et al. established a DMZ (Demilitarized Zone) model based on regional security between the enterprise information
network and the control network to protect the security of the control network as an agent area [16]. Li Jianjun et al.[17]
constructed a security interface model between the information network and the control network. The interface area uses
UTM integrated gateway, and the data to be exchanged is synchronized to the pre-server in the area in real time, waiting
to be accessed.

B. Risk assessment

Risk assessment of industrial control network system is the basis of formulating security strategy and configuring security
technology [13]. Therefore, it is of great significance to accurately analyze the security risks in the control network. Risk
assessment is a multi-stage process, including risk identification, analysis, evaluation and rating, management and
response [18]. Article [19] provides a commercial system, Risk Watch, for qualitative or quantitative analysis of security
vulnerabilities of systems. In paper [20], a threat model is established by FTA, and a framework OCTAVE for identifying
and managing information security risks is given. In paper [21], fault tree graph analysis (FTA) and failure mode effect
and consequence analysis (FMECA) are used to propose a model-based risk analysis method for important safety systems,
CORAS.

Lopez [22] points out that the most difficult part of risk assessment is risk characterization analysis. As the most
comprehensive risk identification methodology, HHM (hierarchical holographic 17odelling) can identify all risk sources
in SCADA system [23-25]. Haimes et al [26] described a priority-based risk filtering, rating and management method,
RFRM, on the basis of HHM risk identification. In paper [27] and [28], IIM (inoperability input-output model) is used to
quantify the effectiveness of risk management. Probabilistic Risk Assessment (PRA) is a systematic and comprehensive
quantitative risk analysis method, which includes many kinds of analysis methods, such as FTA, attack tree analysis,
ETA, vulnerability tree analysis, failure mode and impact analysis (FMEA), failure mode impact and critical analysis
(FMECA), causality analysis (CCA). Quantitative risk assessment can quantitatively explain the possibility and degree
of risk of the evaluation object, and accurately describe the risk of the system. It is the focus and direction of the current
industrial risk assessment of control system.

C. Security Policy and Management

At present, the security strategies of typical industrial control network systems include [29]: attaching importance to the
security of the whole life cycle of industrial control systems from structure to purchase, installation, and maintenance to
outage. Adopting multi-layer network topology structure to make the most critical communication in the most secure and
reliable layer and isolating network according to function and security level, using virtual local area network (VLAN)
And Virtual Private Network (VPN). Ensure that key devices are redundant and set up redundant network; Stop unused
ports and services after testing without affecting the operation of industrial control network system. Restrict external
access to industrial control network and equipment, such as notebook computers and mobile storage media. Defining the
authority of different users of industrial control system. Confidential letter Information and instructions are encrypted and
authenticated; data storage and backup in network system.

The key management problem caused by encryption and authentication is related to the system overhead of industrial
control network and affects its control performance. On the basis of SKE [30], SKMA [31] and ASKMA [32] key
management methods, Choi et al. proposed ASKMA+, which reduced the number of key storage in remote terminals and
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the computational overhead in communication. Kang et al. [34] adopted the decentralized key distribution mechanism,
and used the QoS benefit function to solve the optimal number of keys and the distribution cycle, so as to reduce the
system overhead of key management.

D. Security Defense Technology

Typical information security protection technologies include the following contents: Firewall, IDS, Access Control,
Enryption, Antivirus and so on. In the industrial control network system, it is necessary to design a special security defense
technology based on the traditional IT information security technology according to its characteristics, characteristics and
requirements.

Intrusion detection system monitors the behavior of host and network in real time, and sends an alarm signal as soon as
abnormal behavior is found. But the embedded intrusion detection and anti-virus software needs frequent updates, and
system monitoring and scanning will also occupy system resources, affecting the real-time performance of the control
network. In order to solve this problem, Zhang Shuai et al. [35] proposed an ICS threat recognition model based on private
cloud technology, which put the process of intrusion detection and virus detection into the cloud with security mechanism
for processing, without occupying the system resources of the control network. Jeffrey et al. [36] designed an intrusion
detection tool, PFP (Power Fingerprinting), which can produce negligible overhead independent of the software and
hardware of the operating system and system. Naedele takes security devices including intrusion detection, firewall,
access control and anti-virus software as the access terminal of the controller to protect the peripheral without affecting
the system operation, but this method cannot resist physical access attacks on the controller [37]. A similar method is to
build the same image system as the control system and scan the vulnerability of the image system.

Effective intrusion detection method for industrial control network system is also one of the research hotspots. Zhang
Yungui et al. [38] proposed a non-parametric CUSUM intrusion detection method based on industrial control model.
Using the input and output characteristics of ICS, a mathematical model was established to predict the output of the
system, and the difference between the model and the actual measured signal was calculated. Tsang et al. established a
multi-agent IDS [39] based on bio-inspired learning model [40]. Based on the regularity and stability of industrial Ethernet
Modbus TCP network, the system behavior is characterized and the IDS based on anomaly detection is adopted. Berman
et al. [41] used Gumstix technology to simulate the field equipment of industrial control network, to characterize the
possible attack behavior, as the basis of IDS based on feature detection.

In addition, scholars at home and abroad have also conducted in-depth research on other protective measures. Li Aiguo
et al. [42] proposed to overcome the problem of information security in traditional industrial Ethernet by using the
characteristics of multi-hosting and multi-streaming SCTP protocol. Paper [43] Aiming at the characteristics of smart
grid, an improved method based on PKI technology is adopted to access control [37]. It is pointed out that the control
system should have the switching mechanism of emergency mode and security mode, and can enter the control system
without hindrance through the host authentication step in an emergency. Sun et al. [44] adopted EPON as the
communication mode of distributed automation system, and used equipment mutual authentication algorithm based on
symmetric key. In paper [45], the standard cryptographic protocol IEEE P1711 based on the network security of substation
serial links is used to flexibly select cryptographic components and configure cryptographic overhead according to system
requirements. The American Gas Association (AGA12) proposes a fast encryption method for SCADA system, which
reduces the execution time of the encryption system [46, 47,48]. Fang et al. proposed a malicious code analysis framework
based on ICS attack graph model [49]. Paper [50] uses Co-evolutionary Genetic Algorithm to balance the security and
real-time performance of networked control systems.

VI. Problems and Development Directions Still to be solved

Although there are many standards and strategies to guarantee the information security of industrial control network
system, some problems that are difficult to resolve still exist. Such as the contradiction between the frequent updating of
system software and the requirement of continuous and efficient operation of control system. The contradiction between
security and real-time caused by the system overhead of embedded security software. In addition, there is still a lack of
uniform and effective safety assessment and verification standards in industrial control network system.

In the future, how to use complex system theory to model industrial control systems will be studied. The interdependence
between industrial control systems and the impact of industrial control systems on interdependent key infrastructure will
also be furtherly researched. At the same time, it must be considered that the impact and consequences of information
security incidents in industrial control systems on key infrastructure, as well as on macroeconomic, national security and
social production and life. Macro-management and decision-making of information security in industrial control systems
are major challenges and research directions in the field of information security in industrial control systems.

VII. Conclusion

This paper summarizes the information security status of industrial control network system, and points out the difficulties
and development trend of the research. Firstly, the information security loopholes in the industrial control system are
analyzed, and the various security threats faced by the industrial control system are expounded from the perspective of
external attacks. Secondly, the status quo and existing problems of the information security in the industrial control system
are summarized and analyzed. Finally, the information protection of the industrial control network is discussed from the
aspects of security framework, risk assessment and security defense technology. It is hoped that this study can provide a
bridge for researchers engaged in industrial control information security to understand current situation, key technologies
and research directions of industrial control systems.
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