
Eph - International Journal Of Science And Engineering 

   ISSN (Online): 2454-2016 

     

 

Volume 05 Issue 01 January 2019

  

 DOI: https://doi.org/10.53555/eijse.v5i1.110    

 

KERBEROS BASED DATA SECURITY IN RESEARCH & PRODUCTION 

HONEY POT 
 

Ms. Apurva Saxena1*, Dr. Pratima Gautam2, Dr.Anubha Dubey3 

*1Research Scholar, Computer Science Engineering, Rabindranath Tagore University, Bhopal, India  

2Dean of Computer Science and Application,Rabindranath Tagore University, Bhopal, India 
3Independent Researcher and analyst, Bioinformatics,Independent Researcher,Gayatri Nagar,Katni,India 

 

*Corresponding Author:- 

Email: apurvasaxena16@gmail.com 

 

Abstract:- 
A honey pot is a technique of cloud computing that is proposed for capturing hackers or tracking unusual methods  of  

attack.  This technique will seize, recognize and duplicate  the  hacker behavior. It works  in  Cloud  environment where  

anything  like technology, tool, and result can be offered as a service. Purveyors offer and deliver such services  to  their  

customers  via  the  network. Production  honeypot  is  one  of  the  types  of honeypot which is used to solve the problem 

of data security in organizations. Honeypot techniques are used to detains the actions of intruder and create a log-file for 

providing better security in to the cloud network. Kerberos is a protocol for validating the services which  requests  

between  true  hosts  across  the  network,  such  as  the  internet. Kerberos builds  on  symmetric  key  cryptography  and  

needed  trusted  third  party, Key  Distribution Centre(KDC)  which  uses  public  key  cryptography. This  paper  presents  

the  concept of production and research Honeypot as a service in cloud environment by implementing the benefits  of 

Kerberos  Authentication  system, which distinguishes between hackers  and users, and to provide overall security to the 

data/network. 
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INTRODUCTION 
Cloud computing is a new technique put ahead from industry circle, it is the development of equivalent  computing,  

distributed  computing  and  grid  computing,  and  is  the  amalgamation and[5]development  of  virtualization,  utility  

computing, Infrastructure-as-a-Service  (IaaS), Platform-as-a-Service   (PaaS)   and   Software-as-a-Service   (SaaS)[6].   

To   users,   cloud computing  is  a  Pay-per-Use-On-Demand  mode  that  can  opportunely  access  shared  IT resources   

through   internet.   Where   the   IT   resources   include   network, server,   storage, application, service  and  so on and 

they  can be organized with much rapid and easy manner, and  least  management  of  and  communications  with  service  

providers.  Cloud  computing  can much  improve  the  availability  of  IT  resources  and  owns  many  advantages  over  

other computing  techniques. Virtualization  is  a  solution  point  in  the  cloud  system  that  provides multiple  virtual  

illustrations  of  a  physical  resource  and  if  a  single  instance  of  are source  is vulnerable  then  connected  patrons  get  

affected  [7]. A  honeypot  is  designed  for  trapping hackers  or  tracking  unconventional  or  new  methods  of  hacking.  

Honeypots  are  used  to identify  vicious  behavior  performed  over  the  Internet. If  any  attacker tries  to  invade  or 

penetrate in the network by connecting this technique honeypot will ambush, detect and draw its activities. It is designed 

in such a way that if anything thrown at them will confine whether it may be tool or strategy. Honeypot has a special 

characteristic of uninterrupted monitoring the  behavior  of  the  intruder/attacker  and  requires  minimal  resources  to  

trace  the  movement. Honeyd is an open source honeypot application that keeps virtual host on network. It’s a type of  a  

low  interaction  honeypot  which  perform  services  like  FTP  (File  Transfer  Protocol), HTTP (Hyper Text Transfer 

Protocol).The greatest impact of the honeypot is it simplicity. It gives a smaller amount of traffic in the network. Whenever 

connection is sent to the honeypot it is  being  access  by  illegal  activity  [11].There  are  two  different  types  of  honeypot  

are  as follows [8]:  

 

1.  Production  Honeypot: The  concept  of  production  honeypots  is  to  imitate  real production systems and have 

attackers use time and reserve attacking them as opposed to the  production  systems  and  to  learn  the  way  they  develop  

vulnerabilities  in  production environment.  Production  honeypots  mainly  follow  specific  services  and  occasionally 

operating  systems  to  encourage  hackers.  They  can  also  imitate  different  viruses  and trojans  to  attract  the  attackers.  

For  an  example  to  examine  attacks  on  web  servers  a production  honeypot  imitating  the  Web  server  and  fake  

services  can  be  organized.  The further  very  appealing  part  of  production  honeypots  is  that,  they  can be  very  well 

deployed within to find out the inside ambiguity and attackers within. 

Production  honeypots  can  only  follow  and  confine  activities  that  directly  interact  with them; they  cannot  detain  

attacks  beside  the  real  systems.  That  is  why  they  cannot  swap any  existing  technology  but  can  append  a  

prevailing  layer  to  the  Defense  in  Depth architecture. They might become a compromised host. Specifically, they have 

the risk of individual  taken  over  by  the  attacker  and  being  used  to  damage  other  systems  inside  or out of the 

organization. It could be a very difficult situation if the honeypot is used beside third  party  systems  but  it  scarcely  

applies  to  production  honeypots  because  of  the imperfect  follower  and  interaction  provided. It’s a type of low 

interaction honeypot, which is simple to use and has only restricted information about the hacker’s redirect and 

explanatory his attacks. It is applied in business corporations and organizations. 

 

2.  Research Honeypot: Research honeypots are fundamentally used for learning new methods and tools of attacks. 

Research honeypots are used to accumulate aptitude on the general  threats  organizations  can  face,  which  gives  the  

organization  a  better  protection alongside those threats. Its main goal is to gain info about the way in which the attackers 

development and performs lines of attacks.  These types of honeypot are complex to construct, deploy and manage. They 

are basically used by organizations like universities, governments, the military and intelligence systems to learn more 

about threats. Research honeypots  provides  a  strong  platform  to  study  cyber-threats  and  forensic  skills. It provides 

detail information about the strategy and motives of the attacker. It is complex to implement. It is mainly used in military, 

research and government organization. 

 

Honeypots are categorized into different forms:- 

 Low-interaction Honeypots: It necessitates only one physical machine. This honeypot gives the information about the 

attacker who is recurrently access the network. They use  hardly  any  resources  on  the  multiple  virtual  machines  

with  a  minute  response time. It requires less code by which difficulty of security gets compact. 

 Medium-interaction  Honeypot:  In  this  invader  is  not  in  statement  with  real  system. This honeypot did not give 

us feature information about  the  hacker.  It provides fractional service as compare to low-interaction honeypot. 

 High-interaction  Honeypot:  It  works  on  remote  network  in  which  it  hosts  variety  of services. It gives the most 

amount of attacker’s information  activities  when  interact with  our  system.  This technique  is  implementing  on  

one  physical  machine  per honeypot which direct increase the cost and maintenance. 

Honeypot gives us important information about the attacker’saction [9]. The honeypot is a system or computer  who 

sacrifices themselves  to target the attacks of hackers. Like as honeypot,  Kerberos is  also  one  of  the  authentication 

protocols which executes on  the network, increases  the  authenticity  to protect the  data  of  the  client/host by a ticket  

or token granting ticket (TGT). It has time bound and[17]encrypts it by using secret key in the ticket granting service 

(TGS).Kerberos protocol is as a default verification method in Windows. Kerberos  is  a  confirmation  protocol  in  which  

user  and server  can usually validate to  each  other  across  an unconfident network  connection,  to  guarantee  data 

integrity of the message and privacy of channel communications. Therefore, here we use Kerberos  authentication  method  

in research  and  production honeypot to  increase  the protection and validation of the network. 

 

Volume-5 | Issue-1 | Jan, 2019
2



METHOD 

Data security is of utmost important for industries and Government organizations. So here an attempt  is  made  to  provide  

security  to  all  the  valuable  data  in  cloud  network.  This  is  made possible by implementing [25] Kerberos (developed 

for Project Athena at the Massachusetts Institute of Technology) and Honeypot cloud computing technique. 

 

[1]  Kerberos:  Itis  a computer  network validation protocol to  all  major  operating  systems, such  as  Microsoft  

Windows,  Apple  OS  X,  FreeBSD  and  Linux that  works  on  the  basis of tickets to  allow users  corresponding  over  

an  insecure  network  to  confirm  their  identity  to one another in a secure manner [10].Kerberos protocol is as a default 

verification method in Windows. This name Kerberos was taken from the Greek mythology “a three-headed dog” that  

guards  the  gates  of  Hades.  These  three  heads  represent  a  client,  a  server  and  a  Key Distribution  Centre  (KDC).  

KDC  act  as  a  third-party  authentication  service.  By  default Kerberos  uses  UDP  port  88.  Kerberos  builds  on  

symmetric  key  cryptography  and  needed trusted third party (KDC) which uses public key cryptography. 

 

Authentication Process of Kerberos:   Kerberos protocol works based on the ticket system in which Key Distribution 

Center (KDC) is a Domain Controller (DC)[17]which keeps the information  of each user  who  is  in  the  network.  NTP  

(Network  Time  Protocol)  is  a  very constructive protocol which synchronizes the time in whole network between KDC, 

NFS and client.  It  may  be  possible  that  KDC  may  be  in  different  country  from  the  other  server  and client. KDC 

generate TGT for user in the network and it contains its possess key to encrypt the TGT [31]. This TGT sends back to the 

user in Kerberos tray which  is a memory of the user. If system gets crash down by any reason this Kerberos tray will be 

safe from this. Now if customer wants  to  send  data  to  file  server,  we  need  ticket  for  that.  TGT  will  go  back to 

KDC  with  request  for  the  ticket  for  file  server.  KDC  will  not  cross-check  the  client information, as it will decrypt 

the TGT by its own key. After decryption  method applied on TGT,  KDC  will  not  check  the  identity  of  the  client.  

This  TGT  was  previously  generated  by the DC itself. This TGT also has its own Timestamp after which it gets damaged 

robotically. Consumer set this TGT  copy  in its Kerberos tray as its personality. KDC produce the ticket for the client 

which will be encrypting with its own key. File Server and KDC are connected with each other. Now KDC generate the 

ticket for the client who wants to share the data with the file server. This ticket will be stored in the tray, as ticket has its 

own timestamp. Within this time limit of the ticket, it sends its copy from tray to the file server[31].The file server does 

not be familiar with this client who sends the ticket, so the server decrypts this ticket by possess key.  As  file  server  and  

KDC  check  the accuracy of  the  client  by confirm its individuality.  If  this procedure completes  successfully  then  this  

ticket  must  be  generated  by KDC. As ticket generated by KDC whose key must only be with KDC and file server. After 

decrypt this ticket successfully from the file server then it will decide which resource must be given to the client to share 

it  

The three parts of the Kerberos are as follows: 

1. Key Distribution Centre(KDC):-It holds all the information about clients and secret key for the demanded service to 

validate the user. It is said to be a Domain Controller (DC) which is used to generate TGT and SGT. TGT is ticket granting 

ticket which is generated  for  the  client.  It  is responsible  to  issue  a  ticket  for  the  user  to  obtain  the repair from the 

fileserver. 

2. Client: -It’s a customer who is present in the network, to share the data. In Kerberos only the client must be authenticated 

by generating the TGT. 

3. File Server: -Whomsoever the client in the network wants to share the data by taking the permission from the server. 

 

[2] Honeypot: It can manage and allowance security to the network activity like dropping of packets,  system  log  

files[12].  The idea of  production  honeypots  is  to  copy  real  production systems, services and some operating system 

to promote the hacker. They can also duplicate different viruses and trojans to attract the attackers/intruders. The use of 

production honeypot [15] minimizes the data loss in an organization. Security conventionally has been about CIA 

(Confidentiality, Integrity, and Availability). It now also includes areas like Trustworthiness, Quality,  and  Privacy.  

Access  control  systems  provide  the  essential  services  of identification and  authentication(I&A), authorization,  and 

accountability [25]. That’s why it is tried to implement  Kerberos  with production  honeypot. The  process  of  working  

of  Kerberos  with production honeypot is shown in figure2 and research honeypot in figure 3. 
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Figure 2 Flow chart of Implementation of Kerberos with Production Honeypot 

 

In fig.2 it shows the activity of the invader and tries to stop them by the use of honeypot with the Kerberos  an  

authentication  protocol. After continuous  monitoring  enters in  the  network, the  system using  different  protocols and 

implement  the  Kerberos  in  the  AWS  cloud environment  using  Linux as  an  operating  system.  This  Kerberos  

prevents  the  network  by using Linux, and few know how to work on the CLI(Command Line Interface).In Kerberos 

also when TGT generate with a use of encryption technique, i.e. symmetric key is used at that time  by the  help  of  http 

protocol is  also  implemented[10].When  we  apply  decryption technique on TGT ticket with time stamp we use 

asymmetric key with a use of https protocol. After the authentication of the client has been done successfully, then we get 

access permit in the network. As a client enters after the Kerberos authentication process completed, now pass from  the  

login  credential  level  I, here  implement  production  honeypot. If  it gets  fail then access must be denied. If successful, 

then intruder reached towards data then log file must be generated as a report of any hacker/intruder. 

Figure  3shows  the  activity  of  the  invader  and  tries  to  stop  them  by  the  use  of  research honeypot  with  the  

Kerberos. After  entering in  the  network  by  continuous  monitoring  the system  by  using  different  protocols  we  

implemented, the  Kerberos  in  the  AWS  cloud environment  using  Linux  as  an  operating  system.  This  Kerberos  

prevents  the  network  by using  Linux  as  very  few  know  how  to  work  on  the  CLI  (Command  Line  Interface)  In 

Kerberos  also  when  we  generate  TGT  with  a  use  of  encryption technique  we  implement symmetric key at that 

time by http protocol[10].When decryption technique applies on TGT ticket  with  time  stamp, asymmetric  key  with  a  

use  of  https  protocol is  generated.  After  the authentication of the client has been done successfully, then only access 

get authorized in the network. As  a  customer  enter  after  the  Kerberos  authentication, now pass  from  the  login 
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credential here  implement  research  honeypot.  If  it  gets  fail  then  access  must  be  denied.  If successful  then system  

crash down  and log  file  must  be  generated  as  a  report  of  any attacker/intruder. 

 

                                                                        

                                                                            
 

DISCUSSION 

As Kerberos [25]  is verified  the  authenticity of the  client  to  the  server  in  the client-server environment, it is assumed 

that the user's password is shared securely to the client.  Kerberos acts  as  a  trusted  third  party  in  between  the  server  

and  client  to  authenticate  mutually. It creates on symmetric    key    cryptography. It    can use public-key    cryptography 

for authentication. To  start  with  the  Kerberos  verification  process,  starts  at  the users ends  a request  to  an 

authentication  server for  access  to  a  service. In  our  proposed  method,  the verification between client and server is 

based on not only public key cryptography but also with honeypot techniques. Nowadays Amazon Web Services 

(AWS)[30]started offering IT infrastructure  services  to companies in  the  form  of  web services  normally known  as  

cloud computing which  is  free  to  access  to  everyone  after  simple  registration process.  One  of  the key  benefits  of  

cloud  computing  is  the prospect to  replace open capital  infrastructure expenses with low changeable costs that scale 

with your business. With the Cloud, businesses no longer require to arrangement for and secureservers. Instead, they can 

immediately rollup hundreds  or  thousands  of  servers  in  minutes  and deliver  outcome faster. Amazon  Web Services 

presents a highly reliable, scalable, low-cost infrastructure platform in the cloud that influence hundreds of thousands of 

businesses in 190 countries around the world. 
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Here  we  have  used  AWS [25] withKerberos5 (it’s a version of Kerberos)with  the  three components like KDC, client, 

NTP (network time protocol) and file server. Cloud computing environment  created  by  web  services  through  AWS  

(Amazon  Web  Services).We  have created four services of Kerberos through AWS by the instances. In which there will 

be DC, file server, NTP and client in the network through which TGT has been generated by DC for the  authenticated  

user  in  the  network  which  will  be  decrypt  by  its  own  key,  as  the  name shows  it’s  a controller  of  domain[24].When 

certified client  wants  to  send  data  in  the network, customers end request to the TGT, then with TGT,KDC came to 

know that it’s an authorized  client  and  generate  another  TGT  with  the  timestamp or  time  limit  which  will  be 

destroyed  after  lapse  of  the  time  period. We have  use  NFS(Network File Sharing) it’s a protocol by which our file 

can be shared easily on the network with KDC. In network our file cannot  be  hacked by  any  malicious  user  as  in  

fig.3shows  the  initialization  of the  Kerberos database with the password and its master key. In fig.4 it shows the host 

which is created by adding princs command. 

 

 

Figure 3. It shows the Kerberos database 

 

 

Figure 4 shows the host/client of Kerberos 

 

In  fig.5  KDC  server  which  have  configuration  of  time  bound  in  which  ticket has  been generated. In this screenshot 

is defined the time bound of ticket which has 24 hours. Here in this  fig.6  shows  the  NTP  server  created  in  which  

time  is  synchronized  between host, KDC and  server. In  thefig.7  it  shows  the  NFS  client[30].In  this NFS,  serves  

the  client when  it demands the resources and then it become the  NFS client. In fig.8  NFS  mount the client at the  starting  

of  the  system  when  connectivity  is  establish  between  them.  In  fig.9  shows  the config of the NFS server and its 

connection with the KDC. 
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Figure 5 Kerberos Server Config 

 

 

Figure 6 NTP Synchronization 

 

 

Figure7 Shows the NFS client 
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Figure 8 NFS mount the Client 

 

 

Figure 9. The NFS Server 

 

RESULT 

Production honeypot is a low-interaction honeypot. Kerberos is client-server architecture, the server  is  liable  to  provide  

the  service  to  client  in  a  structured  manner  and  client  uses  those services  to  achieve  the  preferred  task  which  is  

allocated  exclusively  for  the  user[28].  An improvement of using [29] client-server is the capability to attach isolated 

users with distant resources  to  match  the  authorization  and  verification  phase  of protected  distributed  system. Our 

proposed method prevents the data by using [31] Kerberos with the production honeypot. After  using  Kerberos  an  

authentication  protocol  which  gives  our  method  more  secure, reliable and maintain confidentiality, integrity, 

availability of the network. These factors have been  used  with  respect  to  production  honeypots,  a  log-file  is  generated  

on  every  activity  of the intruder. It is a form of report of the malicious user. This gives the network more secure when  

any  malicious  progress  happens. Graph-1 shows the  status  of  the  system  after  the implementation of  the  Kerberos  

with  the  production  honeypot  from  different  types  of honeypot. 
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Graph 1 Implement following factors on various types of honeypot with Kerberos. 

 

According to graph1,the specific detail of the information of the system such as reliability is highest in production 

honeypot as compare with others. Maintenance is least over here as we have implemented cloud environment through 

AWS  using  Kerberos. In  this  graph  x-axis shows  the types  of  honeypot with  respect  to  y-axis on  which  following  

factors  have  taken such  as  availability,  security,  confidentiality  etc. In this graph  it  shows  that  some  distant peaks  

increase  the  efficiency  of  the  network  during  heavy  traffic. Our foremost  important factor is” the reliability” in 

production honeypot. By the help of Kerberos, implementation on the honeypot is used here to increase the security. 

 

 

Graph 2 Implement following factors on various types of honeypot with Kerberos. 
 

According to graph 2, the specific detail of the information of the system such as reliability is highest in research honeypot 

as compare with others. Maintenance is medium over here as we have implement cloud environment through AWS using 

Kerberos and it’s a complex in structure.  In  this  graph  x-axis  shows  the  types  of  honeypot  with  respect  to  y-axis  

on  which following factors have taken such as availability, security, confidentiality etc. In this graph it shows the 

efficiency of the network during heavy traffic. According to the description of the research honeypot our main aim is on 

the designing of the algorithm with respect to graph is maintenance,  as it  can  be  use  in  military,  army  etc. By  the  

use  of  maintenance  our  system credibility will be maintained and secured. 

 

CONCLUSION 

The present paper focused on to make the network more secure by the use of the production and research honeypot which 

protects the security of the services. The system becomes more efficient by  the  use  of Kerberos-5in  AWS  Amazon  

cloud  with research honeypot. Server based security has been implemented in our proposed technique, honeypot with 

Kerberos. In the near future, this can be implemented with the Machine learning technology with the cloud environment  

to increase the system security, confidentiality,  availability  and  integrity. As  it include speeding up digital transformation 

with faster access to promising technologies such as  artificial  intelligence,  big  data  analytics  and the  Internet  of  

Things.  With  the precisely public cloud platform, relations can be more cost-efficient, strategic and responsive, without 

sacrificing  project  requirements  for  availability,  reliability,  security,  disaster  recovery  or regulatory agreement. 
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